

	
3GPP TSG-SA3 Meeting #95-bis	S3-192284
Sapporo, Japan, 24th Jun 2019 - 28th Jun 2019	revision of S3-191979
	CR-Form-v12.0

	CHANGE REQUEST

	

	
	33.501
	CR
	0616
	rev
	1
	Current version:
	15.5.0
	

	

	[bookmark: _Hlt497126619]For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	uplink NAS Count for Kasme derivation in idle mode mobility to EPS

	
	

	Source to WG:
	ZTE Corporation

	Source to TSG:
	S3

	
	

	Work item code:
	5GS_Ph1-SEC
	
	Date:
	2019-06-17

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)

	
	

	Reason for change:
	Clause 8.5.2 referred 8.6.1, which illustrates mapping of a 5G security context to an EPS security context. It is defined that “The KASME' key, taken as the KASME, shall be derived from the KAMF using the current 5G NAS Uplink COUNT value in idle mode mobility ... ”But the values of current 5G NAS Uplink COUNT on UE and  on AMF are different. That will cause different key derivation  on UE and AMF.

	
	

	Summary of change:
	In Clause 8.6.1, align the value of 5G NAS Uplink COUNT to that derived from the TAU Request message or Attach Request message in idle mobility.

	
	

	Consequences if not approved:
	This may lead to inconsistent implementation.

	
	

	Clauses affected:
	Clause 8.6.1

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


**************************************************start of change************************************************
[bookmark: _Toc4077497]8.6.1	Mapping of a 5G security context to an EPS security context
The derivation of a mapped EPS security context from a 5G security context is done as described below:
[bookmark: _GoBack]-	The KASME' key, taken as the KASME, shall be derived from the KAMF using the current 5G NAS Uplink COUNT value derived from the TAU Request message or Attach Request message in idle mode mobility or the 5G NAS Downlink COUNT value in handovers as described in Annex A.14. 
-	The eKSI for the newly derived KASME key shall be defined such as the value field is taken from the ngKSI and the type field is set to indicate a mapped security context. 
-	The EPS NAS COUNT values in the mapped context shall be set to 0.
-	The selected EPS NAS algorithms shall be set to the EPS algorithms signalled to the UE by the AMF during an early authentication procedure followed by a NAS SMC as described in clause 6.7.2.
NOTE:	Whenever an algorithm change is required, the target MME initiates an NAS SMC to select other algorithms as described in TS 33.401 [10].
**************************************************end of change************************************************

